Free space quantum key distribution using modulating retro-reflectors.
Quantum key distribution (QKD) can be used to produce a cryptographic key whose security is guaranteed by quantum mechanics. The range of fiber-based QKD links is limited, by loss, to a few hundred kilometers, and cannot be used between mobile platforms. Free space QKD can, in principle, overcome these limitations. In practice, very narrow beam divergences must be used, requiring highly accurate pointing of the transmitting terminal to the receiver. This makes deployment very difficult. Here we describe the experimental implementation of a new type of free space QKD link, using modulating retro-reflectors (MRR). The MRR-QKD link eases the pointing requirements by more than three orders of magnitude, from microradians to degrees, while maintaining the narrow beam divergence necessary for long-range communication links. The system uses new, high extinction surface-normal multiple quantum well modulators with a modulation rate of 100 MHz. A laboratory-based BB84 QKD link using multiple quantum well MRRs is demonstrated, link budgets for possible applications are discussed, and security issues are considered.